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1 Policy statement

Vision, mission and values

We are committed to a policy of protecting the rights and privacy of individuals, including students,
staff, members/trustees/governors and parents/carers, in accordance with the UK general data
protection regulation (UK GDPR).

Purpose and intent

The policy sets out the basis on which we will process any personal data we collect from data

subjects or that is provided to us by data subjects or other sources.

Everyone has rights with regard to the way in which their personal data is handled. During the
course of our activities as a trust, we will collect, store and process personal data about our
students, workforce, parents and others. This makes us a data controller in relation to that personal

data.

We are committed to the protection of all personal data and special category personal data for

which we are the data controller.

We will not collect excessive data and we will ensure any personal data collected is adequate and

relevant for the intended purpose.

Roles and responsibilities

All our staff must comply with this policy when processing personal data on our behalf. Any breach

of this policy may result in disciplinary or other action.

Data controller and data protection officer

Diverse Academies Trust data registration number with the Information Commissioners Office is
ZA096084.

Diverse Academies Trust is the ‘data controller’ under the terms of the legislation — this means the
trust is ultimately responsible for controlling the use and processing of personal data. The trust has
appointed a data protection officer (DPO). Our DPO is Mrs Alison Elway, and she can be contacted

on gdpr@diverse-ac.org.uk. The DPO is responsible for ensuring compliance with the data

protection legislation and with this policy. The trust has also formed a data protection team in each
3
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academy who are available to address any concerns regarding the data held by our academies

and how it is processed, held and used.
Senior leadership team

The senior leadership team in each academy are responsible for all day-to-day data protection
matters, ensuring that all members of staff, contractors, short-term and voluntary staff and visitors
receive training and abide by this policy and for developing and encouraging good information

handling within the academies.
All staff
All staff must ensure that:

All personal data is kept securely, and personal data is locked in drawers/cupboards.
2. No personal data is disclosed either verbally or in writing, accidentally or otherwise, to any
unauthorised third party.

3. Individual monitors do not show confidential information to passers-by.

B

Paper documents are shredded in a cross-cut shredder or via secure disposable waste
systems. IT assets must be disposed of in accordance with IT policies.

Electronic devices must be password protected and locked when not in use.
Documents must be collected immediately from printers and photocopiers.

Professional email etiquette must be maintained at all times.
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Personal data is retained in accordance with the Trust retention schedule (available on
request).
9. Any queries regarding data protection, including subject access requests and complaints, are

promptly advised to the academy Data protection team and gdpr@diverse-ac.org.uk

10. Any data protection breaches are swiftly brought to the attention of gdpr@diverse-ac.org.uk

and that staff are instrumental in resolving breaches.
11. Where there is uncertainty around a data protection matter advice is sought from

qgdpr@diverse-ac.org.uk

All staff have annual training on their roles and responsibilities for protecting personal data.

Students are also advised of how to keep their information safe within the appropriate curriculum

lessons.

Benefits

Data protection compliance is vital to preventing data breaches, which in turn is paramount to the
safeguarding of our students and staff. If an academy/Trust is not compliant with current data

protection legislation, they run a number of risks including financial and reputational loss.
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Policy

Data protection principles

There are six principles of UK GDPR that we have to adhere to when processing personal data.

We must and will ensure it is:

1
2.
3.
4

Processed fairly, lawfully and in a transparent manner.
Used for specified, explicit and legitimate purposes.

Used in a way that is adequate, relevant and limited.

. Accurate and kept up to date - we will take reasonable steps to destroy or amend

inaccurate or out-of-date data.
Kept no longer than is necessary - we will take all reasonable steps to destroy, or erase
from our systems, all personal data which is no longer required.

Processed in a manner that ensures appropriate security of the data.

Basis for processing

Legislation is not intended to prevent processing personal data but to ensure it is done fairly and

without adversely affecting the rights of the data subject.

For data to be processed fairly, data subjects must be made aware:
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10.

That the personal data is being processed.

Why the personal data is being processed.

What the lawful basis for processing is.

Whether the personal data will be shared with third parties and if so with whom.

How long it is being kept for.

Of their rights in relation to the processing of personal data.

How the data may be disclosed and also indicate whether or not the individual needs to
consent to the processing.

Whether the personal data will be transferred outside the European Economic Area (‘EEA’)
and if so the safeguards in place.

The existence of any automated decision making in the processing of the personal data
along with the significance and envisaged consequences of the processing and the right to
object to such decision making.

How to raise a complaint with the Information Commissioners Office in relation to the

processing.



Legal processing activity

For personal data to be processed lawfully, it must be processed on the basis of one of the legal
grounds set out in the data protection legislation. We will normally process personal data under the

following legal grounds:

1. Where it is necessary for the performance of a contract with the data subject e.g.
employment contract.
Where it is necessary to protect the vital interest of a data subject or another person.
Where the law otherwise allows us to process the personal data, or we are carrying out a
task in the public interest e.g. the Education Act 2011.

4. Where it is necessary for compliance with a legal obligation e.g. not an action in the normal
course of educating students.

5. Where none of the above apply then we will seek the consent of the data subject to the

processing of their personal data.

Processing in line with data subject’s rights

We will process all personal data in line with data subject’s rights in particular:

. The right to be informed what information we hold.

. The right of access to any personal data.

. The right to rectification if information is inaccurate.

. The right to erasure.

. The right to restrict processing of their personal data.

. The right to data portability; having data transferred.

. The right to object to the processing of personal data.

. Rights in relation to automated decision making and profiling.

Special category personal data

When special category personal data (see definition in annex) is being processed then an
additional legal ground must apply to that processing. We will normally only process special

category personal data under the following legal grounds:

1. Where the processing is necessary for employment law purposes, for example in relation to

sickness absence.



2. Where the processing is necessary for reasons of substantial public interest, for example
for the purposes of equality of opportunity and treatment.

3. Where the processing is necessary for health or social care purposes, for example in
relation to students with medical conditions or disabilities.

4. Where none of the above apply then we will seek the consent of the data subject to the

processing of their special category personal data.
We will also ensure that only relevant and necessary information is being gathered.

We will inform data subjects of the above matters by way of appropriate privacy notices which shall
be provided to them when we collect the data or as soon as possible thereafter, unless we have

already provided this information such as at the time when a student joins us.

If any data user is in doubt as to whether they can use any personal data for any purpose, then

they must contact the data protection officer (DPO) before doing so.

Please refer to the appropriate policy document at Appendix A.

Vital interests

There may be circumstances where it is considered necessary to process personal data or special
category personal data in order to protect the vital interests of a data subject. This might include
medical emergencies where the data subject is not in a position to give consent to the processing.
We believe that this will only occur in very specific and limited circumstances. In such
circumstances we would usually seek to consult with the DPO in advance, although there may be

emergency situations where this does not occur.

Consent

If we do not have a legal basis for processing data (described above) we will ensure consent has
been obtained from the data subject. We will generally seek consent directly from a student and
whilst data protection does not set an age-related limit as a trust, we deem this to be when they
reach year 9 (12/13-year-olds). However, we recognise that in certain circumstances this may not
be appropriate and therefore we may seek consent from an individual with parental responsibility

for that student.

In relation to students below year 9, we will seek consent from an individual with parental

responsibility for that student.



If consent is needed, we will:

Inform the data subject of exactly what we intend to do with the information.

Require them to positively confirm that they consent — we cannot ask them to opt-out rather
than an opt-in. Consent must be freely given and as a rule we will rely on written consent,
however consent may occasionally be given verbally (e.g. in the case of ad-hoc photos).
We will always record that this has been given.

Inform the data subject of how they can withdraw their consent and how this can be done.

Keep a record of any consent, including how it was obtained and when.

Diverse Academies understand consent to mean that the individual has been fully informed of the

intended processing and has signified their agreement. Consent obtained on the basis of

misleading information will not be a valid basis for processing. Consent cannot be inferred from the

non-response to a communication.

Information gathered

As a group of academies, we need to gather and process certain information to enable us to

provide education and other associated functions for various purposes such as, but not limited to:

© N o g &

The recruitment and payment of staff

The safety or students and staff

The administration of programmes of study and courses and allocating the correct teaching
resource

Student enrolment

Examinations and external accreditation

Recording student progress, attendance and conduct

Collecting fees

Complying with legal obligations to funding bodies and government e.g. Department for
Education (DfE) and the Education, Skills and Funding Agency (ESFA), Ofsted, health

authorities and professionals, the local authority.

We collect this information in a variety of ways including but not exclusively from:

Registration forms

Medication forms

Common transfer files (CTFs) from previous schools
Staff contract information

Child protection plans



o Member/trustee/governor information.

We contract with various organisations who provide services to the trust including, but not

exclusively:

o Payroll providers to enable us to pay our employees

e Teachers’ Pensions and LGPS

o DBS check provider

e Occupational health

e Legal advice

e Recruitment providers

e Management information systems

e Education welfare and services from the local authority

¢ Online payment systems to enable parents to pay for school meals, trip, uniforms etc.

e Parent portals/communication systems to enable us to effectively communicate with
parents

e School trip recording

e Safeguarding recording

e School meal providers

¢ HR systems for effective management of staff

In order that these services can be provided effectively we are required to transfer personal data of

data subjects to the data processors.

Personal data will only be transferred to a data processor if they agree to comply with our procedures
and policies in relation to data security, or if they put in place adequate measures themselves to the
satisfaction of the trust. The trust will always undertake due diligence of any data processor before

transferring the personal data of data subjects to them.

Contracts with data processors will comply with data protection legislation and contain explicit
obligations on the data processor to ensure compliance with the data protection legislation, and

compliance with the rights of data subjects.

The trust will inform data subjects of any sharing of their personal data unless we are not legally
required to do so, for example where personal data is shared with the police in the investigation of

a criminal offence.

In some limited circumstances we will not share safeguarding information. Please refer to our

safequarding and child protection policy.

Further detail is provided in our schedule of processing activities.


https://www.diverseacademies.org.uk/wp-content/uploads/sites/25/2018/10/Safeguarding-and-Child-Protection.pdf

Data protection impact assessments (DPIA)

In certain circumstances the law requires us to carry out detailed assessments of proposed
processing. This includes where we intend to use new technologies which might pose a high risk to
the rights of data subjects because of the number of people that this might affect, types of data we

will be processing or the way that we intend to do so.

The trust will complete an assessment of any such proposed processing and has a template

document which ensures that all relevant matters are considered.

The DPO should always be consulted as to whether a data protection impact assessment is

required, and if so how to undertake that assessment.

Biometric data

Biometric Information is information about a person’s physical or behavioural characteristics that
can be used to identify them, for example, information from their fingerprint. Diverse Academies
may use information from a person’s fingerprint for the purposes of providing access to the library

and catering facilities at the academies.

The information will be used as part of an automated biometric recognition system. This system will
take measurements of a fingerprint and convert these measurements into a template to be stored
on the system. An image of fingerprint is not stored. The template (i.e. measurements taking from

a fingerprint) is what will be used to permit access to services.

The academy cannot use any biometric information for any purpose other than those for which it
was originally obtained and made known to parents. If a new processing activity is started,

additional consent forms will be sought.

In order to be able to use biometric information, the written consent of at least one parent is
required. However, consent given by one parent will be overridden if the other parent objects in
writing to the use of their child’s biometric information. Similarly, if a child objects to this, the
academy cannot collect or use his/her biometric information for inclusion on the automated
recognition system. Parents can also object to the proposed processing of biometric information at
a later stage or withdraw any consent that has previously been given. Consent to either of these

biometric processing’s can be withdrawn at any time.

Please note that any consent, withdrawal of consent or objection from a parent must be in writing.
Even if a parent has consented, a child can object or refuse at any time to their biometric

information being taken/used. His/her objection does not need to be in writing. The law says that

10



schools/academies must provide reasonable alternative arrangements for students who are not

going to use the automated system.

When a child leaves the academy, or if some other reason he/she ceases to use the biometric

system, his/her biometric data will be securely deleted.

Photographic images

Images and film are used to help us to positively depict our shared vision and values in action and

promote and celebrate the many achievements of our academy communities.

We will seek to keep children and young people safe by:

e asking for written consent from a student (year 9 and above) or their parents or carers
before taking and using a child’s image. Permission is obtained via the academy to which
the individual student is registered.

e explaining what images will be used for and how they will be stored.

¢ making it clear that if a student or their family withdraw consent for an image to be shared,
it may not be possible to delete images that have already been shared or published

e excluding the names of children whose images are being used in our published material
whenever possible (and only using first names if we do need to identify them)

e making sure students, their parents and carers understand how images will be securely
stored (including how we will control access to the images and their associated information)

e reducing the risk of images being copied and used inappropriately by:

o only using images of children in appropriate clothing, avoiding full face and body
shots of children taking part in activities such as swimming where there may be a
heightened risk of images being misused

o using images that positively reflect a student’s involvement in the activity

e Hard copy images, where retained, will be stored in a locked draw with restricted access.

¢ Images and film footage will be stored in dated and annotated file folders (or a digital

photography library).

Photographs, film, sound recordings and still images are all protected by copyright. We retain
these rights. We will not share with third parties with the exception of external contractors — who
are appointed to capture and store photography and videography on our behalf, and for the sole

purpose of working with us in line with this policy and our data processing expectations.

11



Photography and/or filming for personal use

This policy does not apply to photography and filming captured for solely personal use by

individuals such as students, parents, carers, and family members of students.

CCTV

Please see our CCTV policy.

Subject access requests (SAR)

Any individual has a right to access personal data relating to them which is held by the Trust by

means of a subject access request (SAR).

Personal data is information relating to an individual and a subject access request may be made in

any form e.g. in hard or soft copy in writing, by social media, by email, verbally etc.

Any member of staff receiving a SAR must forward it to the data protection team in the academy.
Under data protection regulations, the information will be provided free of charge (unless specific
exemptions apply) and will be responded to within a calendar month from the date that
identification of the requester has been provided. Please refer to our SAR form if you would like to

request information.

Data breaches

Where a data protection breach occurs or is suspected to have occurred all staff are aware that
they need to inform the Data Protection Team at their academy. The Data Protection Team will
advise the Data Protection Officer as soon as they have received notification of a breach

gdpr@diverse-ac.org.uk The DPO will work alongside the relevant academy/department(s) to:

a) minimise the damage

b) assess the extent of the damage and determine whether the Information Commissioners Office
(ICO) should be notified

c) notify individuals affected as appropriate

d) ascertain how the breach occurred and, if appropriate, determine how to prevent or minimise

future breaches

Further data breach guidance is available for staff which can be found on the Staff Portal.

12
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Confidential waste

Confidential waste will be securely stored and disposed of in line with our records management
policy and retention guidelines (available on request). Shredding companies who have been
certified as being data protection compliant will be used to dispose of any secure waste and a

record of destruction will be retained.

Queries

If you have any queries about our policy, please contact:

Data Protection Officer — Alison Elway gdpr@diverse-ac.org.uk
Diverse Academies Trust

Old Hall Drive

Retford

Notts

DN22 7EA

or any Data Protection Team in one of our academies.

Our data protection link trustee is lan Storey who can be contacted on gdpr@diverse-ac.org.uk

Complaints

Any complaints will be dealt with in the first instance according to our concerns and complaints

policy.

If the complaint is unresolved by following this policy, any complaints relating to the handling of

personal information may be referred to the Information Commissioner who can be contacted at:

Wycliffe House Water Lane
Wilmslow
Cheshire
SK9 5AF

WWW.ic0.qoV.uk

or report a concern online at https://ico.org.uk/concerns or call 0303 123 1113.
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Other documents and policies in connection with this policy

Other policies in connection with this policy can be found on our website:

www.diverseacademies.org.uk/about-us/policies

CCTV

Records management policy and retention guidelines (available upon request)

Freedom of information

Data breach guidelines (available upon request)

Privacy notices (for staff, students, parent/carer, member/trustee/governors)

Subject access request form

Privacy and cookies information can be found at the bottom of the trust and each academy

website pages.

Definitions

Data

is information, which is stored electronically, on a computer, or in certain paper-

based filing systems

Data subjects

for the purpose of this policy include all living individuals about whom we hold
personal data. This includes students, our staff, members, trustees, governors
and other individuals. A data subject need not be a UK national or resident. All

data subjects have legal rights in relation to their personal information

Personal data

means any information relating to an identified or identifiable natural person (a
data subject); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name,
an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic,

cultural or social identity of that natural person

Data are the people who or organisations which determine the purposes for which,

controllers and the manner in which, any personal data is processed. They are
responsible for establishing practices and policies in line with Data Protection
Legislation. We are the data controller of all personal data used in our business
for our own commercial purposes

Data users are those of our workforce (including members/trustees/governors and

volunteers) whose work involves processing personal data. Data users must
protect the data they handle in accordance with this data protection policy and

any applicable data security procedures at all times

14
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Data include any person or organisation that is not a data user that processes
processors personal data on our behalf and on our instructions
Processing is any activity that involves use of the data. It includes obtaining, recording or
holding the data, or carrying out any operation or set of
operations on the data such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.
Processing also includes transferring personal data to third parties
Special includes information about a person's racial or ethnic origin, political opinions,
category religious or philosophical beliefs, trade union membership, physical or mental

personal data

health or condition or sexual life, or genetic or biometric data

Workforce

Includes, any individual employed by trust such as staff and those who
volunteer in any capacity including governors and/or trustees/members/parent

helpers
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Appendix A Appropriate policy document

1 Introduction

1.1 Schedule 1, Part 4 of the Data Protection Act 2018 (DPA 2018) outlines the requirement for
an Appropriate Policy Document (APD) to be in place when processing special category data and

criminal offence data under certain specified conditions. This is our ‘Appropriate Policy Document’

1.2 The purpose of this statutory policy is to explain the basis on which we process special
category and criminal convictions data and to demonstrate that our processing is compliant with

principles set out in data protection legislation.

1.3 Where we refer to “the Trust” within this policy, this includes all academy schools within the

Diverse Academies Trust.

2 Special category data

2.1 Special category data is defined as personal data revealing:

e Racial or ethnic origin

o Political opinions

¢ Religious or philosophical beliefs

e Trade union membership

e Genetic data

o Biometric data (where used for identification purposes)
e Data concerning health, or

e Data concerning a natural person’s sex life or sexual orientation.

3 Criminal convictions and offences data

3.1 Article 10 GDPR covers processing in relation to criminal convictions and offences. In
addition, section 11(2) of the DPA 2018 specifically confirms that this includes “personal data
relating to the alleged commission of offences or proceedings for an offence committed or alleged
to have been committed, including sentencing”. This is collectively referred to as ‘criminal offence

data’.
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4 Conditions for processing special category and criminal offence data

4.1 Within the UK GDPR, all processing of special category data must meet an Article 9(2)
condition in order for that processing to be lawful. The Article 9(2) conditions for processing
special category data are:

Article 9(2)(a) Explicit consent

Article 9(2)(b) Employment, social security and social protection

Article 9(2)(c) Vital interests

Article 9(2)(d) Not-for-profit bodies

Article 9(2)(e) Made public by the data subject

Article 9(2)(f) Legal claims or judicial acts

Article 9(2)(g) Reasons of substantial public interest (with a basis in law)
Article 9(2)(h) Health or social care (with a basis in law)

Article 9(2)(i) Public health (with a basis in law)

Article 9(2)(j) Archiving, research and statistics (with a basis in law)

4.2 If processing is reliant on conditions (b), (h), (i) or (j), an associated condition in UK law, set
out in Part 1 of Schedule 1 of the DPA 2018 must be met.

4.3 If processing is reliant on Article 9(2)(g) Reasons of substantial public interest, an
associated condition in UK law, set out in Part 2 of Schedule 1 of the DPA 2018 must be
met.

4.4 The Trust processes special category data under the following Article 9 and Schedule 1
conditions:

Article 9 condition Examples of Processing Schedule 1 Condition
(where required)
Article 9(2)(a) E.g. processing pupil and staff Not required

data subject has given

explicit consent

dietary requirements or consent for

student pastoral support.

Article 9(2)(b) E.g. processing staff sickness Part 1, Schedule 1

necessary in the field of

employment law.

absences, processing criminal condition:
offence data for the purposes of pre- Para 1: Employment, social

employment checks and security and social

declarations by an employee in line protection

with contractual obligations.
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Article 9 condition

Examples of Processing

Schedule 1 Condition

(where required)

Article 9(2)(c)

necessary to protect the
vital interests of the data

subject

E.g. using health information about a
member of staff or a student in a

medical emergency.

Not required

Article 9(2)(f)

necessary for the
establishment, exercise or

defence of legal claims.

E.g. processing relating to any
employment tribunal or other

litigation.

Not required

Article 9(2)(g)

necessary for reasons of

substantial public interest.

E.g. processing student health
information in order to ensure they
receive appropriate educational

support.

Identifying individuals at risk by
recording and reporting concerns

from students and staff

Obtaining further support for children
and individuals at risk by sharing

information with relevant agencies.

Part 2, Schedule 1

conditions:

Para 6(1) and (2)(a):
Statutory etc and

government purposes

Para 8(1) and (2): Equality

of opportunity or treatment

Para 10(1): Preventing or

detecting unlawful acts

Para 16(1): Support for
individuals with a particular
disability or medical

condition

Para 18(1): Safeguarding
of children and of

individuals at risk

Article 9(2)(h)

necessary to assess the
working capacity of the

employee.

E.g. the provision of occupational

health services to our employees.

Part 1, Schedule 1

condition:

Para 1: Employment, social
security and social

protection
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Article 9 condition Examples of Processing Schedule 1 Condition

(where required)

Article 9(2)(j) E.g. maintaining an archive of Part 1, Schedule 1

for archiving purposes in photos and significant academy condition:

events for historical purposes.

the public interest. Paragraph 4 Research etc

5 How we are compliant with the data protection principles

5.1 Principle (a): Personal data shall be processed lawfully, fairly and in a transparent

manner in relation to the data subject. We will ensure that:

- for each occasion where we process personal data, we have established the lawful basis of the
processing under the UK GDPR

- where our processing is based on explicit consent, we have taken steps to ensure clear, freely
given consent has been given and is recorded. We have made it clear to all parties how
consent can easily be withdrawn at any time

- we provide clear and transparent information about why we process personal data through our
privacy notices and associated policies

- Our Data Protection Policy (of which this is an appendix) is established for the protection of
personal data held within the Trust. This has been approved by the trust board and

communicated to all employees and other relevant people.

5.2 Principle (b): Personal data shall be collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible with those purposes.

The Trust will ensure that:

- we only collect personal data for specified, explicit and legitimate purposes, and, having regard
for the purpose of the processing, we will inform data subjects what those purposes are in a
privacy notice

- we do not use personal data for purposes that are incompatible with the purposes for which it
was collected. If we do use personal data for a new purpose that is compatible, and having

regard for the purpose of the processing, we will inform the data subject first.

5.3 Principle (c): Personal data shall be adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed (‘data minimisation’).

We will ensure that:
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5.5

5.6

we collect personal data necessary for the relevant purposes and ensure it is not excessive
the information we process is necessary for and proportionate to our purposes
where personal data is provided to us or obtained by us, but is not relevant to our stated

purposes, we will erase it.

Principle (d): Personal data shall be accurate and, where necessary, kept up to date;
every reasonable step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are erased or rectified without

delay (‘accuracy’). We will ensure that:

where we become aware that personal data is inaccurate or out of date, having regard to the
purpose for which it is being processed

we will take every reasonable step to ensure that data is erased or rectified without delay

if we decide not to either erase or rectify it, for example because the lawful basis we rely on to

process the data means these rights don’t apply, we will document our decision.

Principle (e): Personal data shall be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data

are processed; (‘storage limitation’). We will ensure that:

all special category data processed by us is retained for the periods set out in our Retention
Schedule

we determine the retention period for this data based on our legal obligations and the necessity
of its retention for our business needs. Our retention schedule is reviewed regularly and

updated when necessary.

Principle (f): Personal data shall be processed in a manner that ensures appropriate
security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical

or organisational measures (‘integrity and confidentiality’). We will ensure that:

data protection by design is at the heart of developing and maintaining our core systems and
procedural developments

all employees have completed mandatory training and receive ongoing refresher training in
meeting their responsibilities under data protection legislation

all of our employees are subject to confidentiality obligations with respect to personal data
where we use data processors to process any personal data on our behalf, we have

established data processing agreements

20



- routine data transfers that are necessary for our core school business processes are secure
and use industry standard encryption methods. We regularly review our processes for data
transfer in line with new technological developments.

- we have a robust IT infrastructure which has been implemented using the secure by design
principle and we guard against the most common cyber threats and demonstrate our
commitment to cyber security

- hard copy information is processed in line with our security procedures

- our electronic systems and physical storage have appropriate access controls applied.

Review of this policy

The Data Protection Officer will be responsible for ensuring that this policy is maintained and

reviewed at regular intervals.

Date of next full review: December 2027

Policy lead Alison Elway, Data Protection Officer
Policy renewal date December 2027

Policy approving body Audit and Risk

Date of approval 29 November 2023

Adopted on 29 November 2023
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